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Lllanoenuti nane Borooumupe!

» 2 ynpapaiHHam 'Y B paMkaX BH3HAUEHOT 3aKOHOLABCTBOM  KOMIETEHLIT
3MICHIOIOTLES 3aX0AK  WOA0 3a0e3neucHHs Oe3lceKu (QYHKUIOHYBAHHS ACPKABHHX
iHopMalLlifHAX peCypciB, 3aXHUCTY HALOHATBHOrO KiOepnpocTOpy Bild LIMHIYHCbKHUX,
JMBEPCIHHUX.  TEPOPUCTHUHUX  MOCATaHb, KiGeppO3BiAOK  IHO3EMHHUX  JCpKaB,
KiGepTepopreTiB i KiGEp3104HHLLB. _ »

V x0./1i BUKOHAHHS 3a3HAUCHUX 3ax0.1iB. GIKCYIOThCSA (bakTh 3arocTpeHHs 3arpo3u
HauionanbHit  Oesnieni  YKpaiHu.  CHPHUMHCHHN  HPOTHIPABHOK ABUIBHICTIO Y
KiGeprpocTopi 1HO3CMHUX creuc1yxO. opratizauiil Ta Okpemux 0cCi0. a came 3ax0.1M
KiGepHETHUHOTO BILIMBY HA JEPXKABHI YCTAHOBH Ta OpraHu MICLIEBOTO CaMOBpsyBaHHS 3
METOI0 YPaXKEHHS KOMIT FOTCPHHUX MCPCK i TTEOM  cniBpoOITHHKIB Uit OTPHMaHHI
BIIUIAJICHOTO  JOCTYIY. CHOTBOPCHHSA.  3HULICHHS a60  BUKpaJCHHS  CIyKOOBOI
inpopmartii.

3 ypaxysanHam dikcauii akuiil kibepHETHUHOTO BIUIMBY 3i CTOPOHM POCIHCHKHX
cieucyk6 i3 3alyueHHAM  [1AKOHTPOJIbHUX IM  XaKepCbKHMX  yrpyllyBaHb Ha
iHQOpMaLli i HO-TeIeKOMYHIKALlHHI CUCTEMH OpraHiB JepkaBHoi BnaaM YKpalHH Ta
06’ €KTiB KPUTHYHOT iH(QPACTPYKTYPH. Wist OCHJICHHS piBns iHQOpMaLIAHOT Oe3rnexku Ta
HeitTpadizawii kidepsarpos. ChY pO3pOBICHT THIOBI peKOMCH LT 3 KIOEp3axHCTy.
BpaxoByiouM  BHLICBHICIAICHE.  TIPOHOHYCMO - BANTH [ICPLIOUEPIOBUX  3aXOLUIB
pearyBaHHs Ta A0BEJACHHS 10 MIUIErINX CiBpOOITHHKIB, BLLIOBIIA/IbHUX 34 TEeXHIYHUHA
3aXMCT  iHpOpMALl, OCHOBHI PEKOMEH AT LOA0  NEPHIO4CProBUX 3ax0lliB 3
Kibep3axueTy (104aeThest).

J101aTKOBO. 3 METOIO OTpHManld 06 ckTUBHOT THdopmaLll CTOCOBHO CKJIaay Ta

3aXMIIEHOCTI BIACHUX 11H(POPMaLlifiHO-TEIeKOMY HIKAILHITNX CHETEM. TIPOCHMO 3/1IICHUTH
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BHYTPILLHK {HBEHTapU3allito Ta HajlaTH iiihopmaliio 3rIHO BCTAHOBICHOIO IFOpHUTMY
(nomaeTbes).
V 3B’s3Ky i3 cyk00BOK0 HEOOXIAHICTIO BIAMOBLIb MPOCUMO HAalaTH B CTUCI

TEPMIHU.

JHooamox:
1. Aneopumm nposedenns ineeHmapusaiii HasgHUXx anapamuux ma
npozpamuux 3acobig na 4 (MomupsOX) aprYIAxX. He MAEMHO.
2. Pexomendayii wjodo nepuiouep2osux 3axodis 3 kibepzaxucmy na 8 (6ocoMmu)

apKyuwax, He macmHo

3 nosazoio, _
T.B.0. HEPUIOTOo 32aCTYNHHKA HAYaabHuKa Y-
HaYaJbHHKA 2 YIIPaBJ/IiHHA Jlenue BAJIEHTIOK

-

Buronaa: lpucsxcmor /.1
380978487328
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Jonarok Nel

AJTOPUTM
MpoBeAeHHS IHBEHTapH3allil HagBHHX anapaTHHX Ta MPOrpaMHuX 3ac06iB, 110
BUKOPUCTOBYIOThCS B iH(OpMaliiiiiio- TeNCKOMYHIKAILIFHMX CHCTCMaX OpraHin
JepIKABHOT BIIAIM T NIPUCMCTB, 1110 11epedyBatoTh y chepl 1X ynpaBiiHHs,

3 MmeTo0 noGY/JOBM HAIEKHOro piBis  Kidep3axucry iHpopmalliiHo-
TeneKOMYHIKAIlIHHUX CHCTEM OPIaHiB JIePAABHOT B/ HeOOX1(HO:

[. llposectt  ayjiuT  HAsBHOIO  NIPOIpamMHOro  1a arnapaTHoro
ja6esreder s, 3acoBiB 3axHCTY, 110 BHKOPUCTOBYCThCA s podOTH CepBiciB
(MepekeBe/cepBepHe oOnaanas, TOWO) Ta 3aroBHATH Tabauuio (aoaatok 1).

2. IIpOBecm ayJIMT KIHEHTCHKOIO CCIrMCHTY mepexi (poboui cranuii,
HOYTOYKH, MEPCKEBi HPUCTPOI, TOULO) Ta  HAABHHN nyGaiuunx - IP-ajpec,
AlOBHUTH TaBIMILO (J10/1aTOK 2) Ta HajaTW Jlo/aTkoBy iHdopmailiio 11010
3a0e3neyeHHs:

e IOI'YBaHHS (Hanaru iHopmaiiio npo BUKOPHUCTAHHS
LEHTPaIi30BAHOrO  pillIeHHs  110J10  300py KypHaIiB  TIOJIH,
BUKOpHMCTaHHs CHCTEMH ynpaBniiis iHQopMauidinmMy noaisiMu
(SIEM) Ta 3a3HaumuTH [IEpio/l BC/IEHHS Ky pHATIIB);

e Oc3nekd (HagaTH lH(bOpMdLllIO LIOJO 3AXMCTY XOCTIB Ta MCPexi,
BkaszaTH iHdopmaiiio npo IHUKWICHTH, WO TNpU3Bean N0 BTpaTH
indopmatltii ado HopyHicHs y po6o'1'i cepnicin 3a 2020 pik);

e CKaHyBaHHs BpPa3zIMBOCTCH  (HadarH indopmailito  1po  haxT
MpoBe/IeHITs CKatlyBaiis MCPCKL Ha RPA3/IMBOCTI TA BAKUTI 3aX0/H).

3. [loByayBarth TOHOJNOTIIO  MCPesKD 13 3a3HAUCHIHSNM Gi3zuyHUX Ta

JoriuHUX 3B’ A3KiB, [P-a/pec, cermenTiB Mepeienol IHPPacTPYKTYPH, KIOHOBOIO
MepesKeBOro/cepBepHoro odnajHaHHs Ta 3aC001B 3aXHUCTY.
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Jlonatok Ne2
PEKOMEHAALLII
1110/10 MepIIoUepProBX 3aX0iB 3 Kibep3axucry

Pekomenanii 3 nijsuinenns pisns Gesnexu seb-pecypcin

I Bukopucranns npotokoiis HTTPS Ta cBo€4acHC OHOBJICHHA SSL-
ceptudikaris.
_ BukopicTanHs nporokoay HTTPS 3alesneuye uiticnicts i KOH(IACHILIHHICTD
B3aeMO1IT 3 CEPBEPOM. 3aXHMIIAC Aalli KOPUCTY BaUil 1IpH repe avl B Mepeki lireper.
HanawrryBari Ha BeO-CCpBCPI HPHMYCOBC LICPCHALIPAB.ICHHS 3 HTTP na HTTPS.
2. CpocyacHe OHOBIEHHS NpOrpavuoro  3ade3neucHHs  NouuHaloun 3
orlepauiiitol cuerenmi ra eb-cepsepa. aKkinuyioun PpeiiMBoprOM (AKILO TaKWHA Mae
MICIIE) Ta OKPCMHMH MOTYISIMIL,
3. BUMKHY TH MOZKIUBICTD THASKCALUT Ta Neper:is iy JIUPEKTOPIH BeO-pecypey.
Jlani oOMeKeH s MOYCHA OpraHi3yBarH 3a JL0loMOrolo kongirypaiii Bed-cepnepy.
daiinis .htaccess, At ACSKUX BUMA/IKIB — PO3TIOALIOM 11pAB AOCTY LY.
4. HanaluryBaTh 1nepio/in4He CTBOPEHHs PE3CPBHUX KO
JIIs CTBOPEHHS  MOYIHIBOCTI  HIBWAKOTO  BIAHOBICHHS poboTu pecypey Y
KPHTHYHAN cHTyaitsx. Oasa i ra daiing calin HOBHITT 30CpIratich 3 0;(HAKOBOIO
YACTOTOIO JUISE VHHKHEHHS KO:A131HT B poOoTi ppeiivopry 1a/ado oRpesis MOY. B calTy
(3Gepiratn  pescpBHI  KOIIT B JAMPERIOPBIN  BCO-PLeypey.  He  PEROMCH0BANO.
BUKOPHCTOBYHTE AL151 LILOT'O OKPCMi CXOBHLILA).
5. TIpoBCCTH Td HAJIAUITYBATH  CCIMCHTAILII0  MCPLKEBOT iHppacTpyKkTypu 3
wi: . ODOB’A3KOBUM PO3MEKYBAHHSAM KOPHCTYBALULKOT T4 CePBEPHOT JTaHOK. 3 000B A3KOBOIO
B30CMO/LCIO MIZK HHMH UCPe3 MIKMCPCAKCBHH Ckpatii (po3mintyBaTh BeO-pecypen 1a
i cepicnt npusnaueti ;L1 00podKH 3uITHTIB kopuerysadis 8 DMZ 30ni). 3ad0ponnTi
JOCTY 10 NaHCH aAMIHICTpYBaHis BeO-cepBepy 3 siepeski Lirrepret. Buskiy th cepsic
Ta  3a0J0KYBATH  MOPTH. 110 HEC  BHKOPHCTOBYIOTBLCS. Beecru  BodaxropHy
ayTeHTHIKALilo (SK MIHIMYM Ul aaMinicTparopis Beb-pecypey). Buxopucrosyiie
3axHMIeH] METOAM J0CTYIY /10 CepBepy Juls nepe/ladl Gaiiais i ynpasainna wum (SFTP.
SSH 7a in.). [Tpu Biaaanenomy auamidictpysanni uepes SSH 3abopornTy aABTOpU3aLLIIo 3
npaBavu ROOT, BHKOPUCTOBYBATH  KIOUi (authorized Key). 3\HHTH CTalapTiini
pomep 22 SSIT nopry. Hagamrryitre  Qiabrpaitiio BXLAMHX AdaHHX Yy BeO-(opmax
aBTOPI3AIT ad0 Y BCO-(POPMAN SO TABATISL 3MITHE E@HKX,
5. Beranosirrn 1a nacamryeaii Next Generation Firewall. Web Application
Firewall Ta pinienns Anti-DDoS. 8 3@1eK110CTT BULICHYIOUOT B opranizailii norpeou jiis
MOKPALIEHHS 3aXHCTY BEO-PECYPCiB MEPEARCBOT IHPPACTPYKTYPH.

6. VBIMKHYTH BCI MOZIHBI Bapiaiitin 10Uy Batiis MOJiNA. peanizyBaTH IX
MOHITOPHHT Ta 30€peiKeHns 11a OKPEMOMY [IHCKOBOMY CNOBHIIL (He MeHLie 3 MicaiuB).
7. KopekTho  Halaurrysatn 1a  HOCTIHHO - aKTy: Ai3yBatH  A-3anucu  BeO-

pecypeip Ha DNS-cepsepi. ockiingit DNS ¢ BUZKIHBOIO CKIQIOBOIO JOCTYITHOCTI
MEPEKEBUX CEPBICIB HEOOXLIIHO BHKOPHCTOBY BATH npritaiivni 2 (Master. Slave). Y pasi
BUKOpuCTaHHs DNS-cepBepy 1posaiiiepa 3 A0CTYHOM 10 AMIHICTPATHBHOT  HaHCH]
HA/IALITYBaHb HEOOXIAHO [EPIOAMYHO 3MIHIOBATH 11POJH JIOCTYIlY T4 HaAIAHO §i0r0
30epiraTi, HaJlalTYBATH AOCTYII [0 [IAHE1l KCPYBAHHA 3 BU3HAUCHOTO nepestiky  [P-

ajpec.

8. Mepionmuna mepepipka AUPEKTOpIil Ha cepsepl Bed-pecypcy 3 METOIO
BUSIBICHHS 111103p1Linx (aii s (HOIYK BeOmIC i),

3aspHuail B NOAL ATkt CCPBCPE pO3MINYIOTL  Oeklopn  (Beduiean) Suia
BLLIAIEHOIO LOCTYIY 0 cepBepy caiity. PCeROMCHAYCMO  HEPIOMTHO HIeperiisiaty
AMPEKTOpIT  BEO-pecypey Lt HOHIYKY  TaKix Ocekjopis. JLg LBLOro  MOMIIMBO
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BUKOPHUCTOBYBATH CrCHIANBbHI CKPUNTH abo NepeBipATH HASABHICTh HOBHX (aii1ig B
AMPEKTOPIAX. BUABNCHHS CTBOPEHOIO CTOPOHHIMI 0CODAMII (aitavu Oyie CBiLUHTH
Mpo 371aM BEO-pecypey Ta MOMIMBOCT ISt HOAANBLIMX il 3 HOUIYKY BpasiuBOCTeH i ix
eKcrutyaTauii.

Hacro BiaOysaeTbea 3mina atpubytis dailiip (He miavraTH 3 npaBaMH JOCTVITY)
IS 3a00poHK IN mILwIens ta Mo;uidikadt. Taxi Gaitiin MokHa  3uaiTH 3a
LicHTHDIKaropoa immutable..

9. YTpaBainus 11paBaMu JocTymy.

Hasawryitte 20380.1 11t pailiis 1a karanoris. Posnoiasiire npasa JoCTyYIy 10
aiinis Ha cepBepi Ta OKPEMUX pO3,LiAIB cailiTy Bi OB L0 ;10 3aB1al1b KOPUCTVBAUIR.

JOULILHO  pOSMCIRYBATH  POSIUIY BaHH  CKPMIITIB 14 LPOrpaM.  Janm.
MPU3HAYCHUX TIBLKM JUIS UHTQHIIS. TA SN, UPISHAUCIIN JUTS 3MITH BLBI 1Y Bavai.

10, Yuukaitre noyuiox kongirypaitiii cepsepy.

Obmexcyiire qoctyn 1a/abo  suiaasiite gaii. gk ne BUKOPUCTORYIOTHCS
CepBEPOM L1 pobOTH. ale MatoTh iHdopyaLiio 11po cepBep (HanphHKiaz phpinto.php.
temp.php. test.php). Bumnkaiire 1a/abo oOvenyitre A0CTyIT 10 QyHKILoHATy cepBepy.
AKHA HE BUKOPUCTOBY€ThCS CEPBEPOM LIS POOOTH, dil¢ HALA€ HOpMALLIO TIpO cepBep
(Hanpuknaa ;juipexktisa Apache «l:xtendedStatus»).

1. Posmimyitre BeG-pecypen na okpemmnx BeO-ceprepax. s TecToBoOro
CCPCI0BHIIA (TCCTOBI CCPBICH/ 10,1 TKH) BIKOPHCTOBY BATH OKPCMIiT CCIMEHT MEPCKI.

Koattposierantis 01010 3 BeG-pecypeis Ha BeS-cepBepi MO MPH3BECTH 10
KOMITPONMCTAIUT BCIN BCO~PCCyPCiB Ha HLOMY .

Kpiy 1oro. Samano YHIKaH posiaiiyBaiiis 1101IToBoIro CePBEPY Ha cepsepl 3
BEO-pecypeom.

E

12, 36epiraiire stor-aitian BeG-ceprepy Ta cHCTeMM Y BU3HAYEHOMY LISl UbOI'O
MICLLIX (yHUKaki1e 30epiratns J1o1-(aji.lis B JAMPCKTOPIANX BeO-pecypey).
13. Y Beb-pecypeax mo  Bukopicronylots CMS Wordpress  3aboponuTu

AOCTY I 3 zeperki THrepuet o /xmlrpe.php. wp-json/wwp/v2/users. /wp-admin. /admin,
Nlogin. wp-login.

14, Bumararn Bijt pospoGuunkis peatisauii Content Seeurity  Policy  abo
pea:tizyBaTH caMOCTiliHO.

Pekomenianii 3 ninsuimenns pigns 6e3neku nomrosoro cepeicy

1. Hacamrrysarn SPEF sanne. sxuli [10380gsTMe 3.0 ICHIOBATH [ICPEBIPKY
BLUTPABHHKY 1A NHHKHNTH (1010 i ipodsn (hup:open-splhorg).
2. Hasamrysarn podory rexnozorii DKIM. sika 3a0C3HCUYC MCTOA B Tt

AOMEHHOTO IMCHI BLUPABHMKA HLIHNXOM (0 1aBats ;10 CACKTPOHIIONO JTHCTA THPPOBOIO
MAMHCY . AKHE OB'S3aH0 13 10MCHOM Bitpasiiika (hup://dkim.org).

3. Briposa urru HOJTTHKY KOMILIEKCHOT — MepeBipKH BiUTpaBHHKa
CAEKTpOHHOro  amera DMARC. sxa onupactbest na podory  SPF ta DKIM
(https://dmarc.org). ;

BasimBuns € BHpoBaibKeHHs  TONHOJONH Sk Ha NEPCBIPKY  BXIHOT
KOPECHONCHIIT. TaK 1 Ha BLAPABKY 3 MCTOIO HQJQHIS MOACIHBOCT 1T HCPCBIPKH
HIKME - CYO CRTAMIL. 10 OTPUMYIOTH  CICKTPOHHT  HOWTOBI JIMCTH  Bid iMeHi
BLANOBIAHOI'O ICPHKABIIOIO Opralty. |

3actocysanns Texnonoriit SPF. DKIM ta DMARK ¢ 3ara;IbHONPHIAHATOLO
CBITOBOIO TPAKTHKOLO ,

3a MOXKTHBOCTI TPOMOHYEMO BNPOBAMTH TEXHOIOMIO MOCHIEIHS 3axucTy Web
pecvpcin DNSSEC. axa sabesnicayve avrenndikaniio ganux DNS Ta 10380se
BCTAHOBWTH (ary Hecankiionoraitol svini syicry DNS si1nosii.



Pa30M i3 THM. B MEPCMIEKTUBI 3 METOH) 3a6e3MeueH s 3aXHCTY Bijl aTaK HEOOXI1HO
BUKOPHUCTOBYBATH HACTYIHI CYYaCHI PILICHHS 3aXIICTY. K1 BLAIOBLIAKOTL 34 1ICBHHHA
BEKTOp aTak. a caMe:

1. Next Generation Firewall (NGFW) — mimMepexkeBHii €kpan HOBOTO MOKO:1HHS
U8 BUABJEHHS anoMmadiil B MOWTOBMX HPOTOKOIAN Ta 3aXMCTy [U1aTdopMu Ha SIKIH
MpaLioe MOLITOBA CHCTEMA.

2. Mail Sccurity Gateway — mowrosnii mmo3. wo 3adesneuyc inpTpaLio
NOMTOROO Tpadiky Ta 0.10KYBAIIS KTOBMUCHOT AKTHRIOCTE ClIany. BIPYCiB TOINO.

3. Web Application Firewall (WAL expair (L nyd: ikandi BlEb-inrepdciicy
KOPHCTYVBAua /10 Mepeaki lnmepher.

4. Anti-Virus  arcHr. [0 BCTAHORMIOEThCS Ha cepiepH 1a 3adesiedyc s3axuct OC
Ha AKil mo0y/10BaHa monToBa CHCTEMA,

5. Sandbox — UpHCTPIR Ui emyasuii 3arpos B 130JbOBAHOMY CepeoBHIILL
BUKOHYC aHa1i3 NoTeHiilino nedesnedrny Gaiain 3 nowroBomy Tpadixy.

Basaungo! Y pazi HasBHOCTI pecypeiB. A0CTYI J10 AKUN Mac OvrH 3adesreucHo 3
Mepexi IHTCpHET. BaumIMBHUM aclleKToM IX A0CTYHHoOCT ¢ 3axuer Bl DDoS-arak. siki
CrpsAMOBaHi Ha BIAMOBY B 0OCIYToBYBaHHi. TaKiy 4uioM, JIOIIBHUAM € BHKOPUCTAHHS
cucteM aHTH-DDOS Ha piBHI onepaTtopa/mpoBaiiicpa TeJICKOMYHIKaUd, WO Hajlae
J0CTYIT 10 Mepexi [HTepHeT.

Pexomenaattii 3 niABHIENHsE PiBHs 0e31eKH KOPNOPATHBIOT MepeiKi

[. Buposauria SSHV3 (v pasi HeMOK HBOCTL, WOHafiMeniine SSHy2) abo TLS (He
Hiokde 1.2) L1 3a0e31eUeHHs 0C31eHHOT KOMYHIKQIT HPH BLLIAICHUX HLKIOUEHHSAX
110 MEPEIKEBUX LIPUCTPOTB. CEPBICIB. CEPBEPHOIO 00K AHAHHA.

2. 3a00poHUTH BUKOpHCTaHHs y Mepexi nporokostis: HTTP, FTP, Teinet. ICMP,
SNMP. SMB (v pasi 11€00XIIIOCT] 3aCTOCY B, BHKOPHCTOBYHTE SNMPV3 pasom i3
ClMCKOM  jocTylly  Management  Information Base (MIB). oiakiosa iH(OpaLLis
https://apps.nsa.gov/iaarchive/library /ia-advisories- alerts/reducing-the-risk-of-snmp-
abuse.cfim. a takox HTTPS. SFTP. SMBV2 (ra Buuic) iHWI 1POTOKOJM. SKi
i erprvyiors TLS mndpysats sepeii ne mieace 1.2).

3. BumkHy i yei Qisnuni nopru ra inrepgeidcn MepekeBnx MPUCTPOTB. WO HEC
BUKOPHCTOBYIOTBCS /LISl YHHKHEHHS MOACTHBOCTI HCCAHKILIONOBAIIMX ML UCTIOUECH .

4. YBIMKHYTH GYHKUIIO POrt Security MEpesKeBHN NPUCTPOTB. 3a HAsIBHOCTI.

5. DI3UUII0 PO3MEKYBATH KOPUCTYBAIILKY. a/MIHHCTPATHBIY MepeKi 13 MepeKelo
NLUCHOUCHHS  Td YDPABJAiHHA  MEPEACBINH  TPUCTPOSIMA. Y pasi  HEMOMCIHBOCTI
MAKCHMAL L0 OOMEATITIL 32 S10H0MOT 010 CHekin [P-a/ipec, 3 sKux cerMentis Mepenxi
MOZCTUBHE A0CTV I /10 'd,'l.\rHC'l'le'l'HBHH.\ HANCICTT KepY BaHIsH IIPUCTPOSIMH Ta CEPBICAMM.

6. BUKOPHUCTOBYBATH  CIIMCKM  JIOCTYHIB 13 BH3IAUCHHNH [P ajgpecamn A
AMIHICTPATUBHUX [T IKIIOYCHD.

7. 3aboponutn  (PYHKUIOHYBaHHs Oy lb-sIKHX OC3MPOBIIHUX  TOYOK IIOCTynV
picnowntn Wi-Fi mapwipyrtisaropn.  Mosinso 103001t (34 HEOOXIIHICTIO)
GYHKUIOHYBAHHsE (1OCTLOBUX) OC3HPOBLIIIX TOUOK JIOCTYHY HallpUkial B MPUMIILICHHI
fpec-1eHTpy  ado  KIMHATI BUHHIOUHHKY. B TaKOMY  BHILIKY Wi-F'i Mappy1H3atop
HOBMHEH 3HAXOAMTHCH B OKPCMill 130:160BaHIi NPT 3 HPSIMIN HLAKTIOUCHHIAN 10
npoBaiaepa IHTepHeT NOCIyT.

8. MakcHMalbHO OOMCIKHUTH 33 IOTMOMOTrOI0 CMHUCKIB poctymy IP-ajpecu 3 sKux
MOXIMBHI  AOCTYH /10 &/ IMIHICTPaTHBHHX [IAHEICH  KEpYBaHHs [PUCTPOAMHM  Td
cepBicamH.

9. YBIMKHYTH NOTYBaHHS MOAiH (JIOCTYIT /10 CEPBCPIB. MEPEKEBHX npucTpoiB. 0a3
JAHUX TOLLO). PalizyBati IX MOHITOPHIL 14 3O0CPCARCHHA 1Hd OKPCMOMY IHCROBOMY
CXOBMLL (HE MEmue 3 Micsig).




10. BukopucroByBaT BOY10BaHi MikMepexkesi exkpanu Ta/abo okpemi VLAN ans
MaKCUMATHHOTO OOMEAKCHHS MOWKIHBOCTI 37 C/1HdHL POOOUMX CTAHUIN Ta cepBepiB 01HE 3
OAHHM. 10O VHUKRHNTH  FOPHSOHTAIBHOIO  HPOCVBAHHS v MCPCKI Vo BHIAK)

1. BLiganese minoueHust 0 KOPHOPaTUBHOT MEPEsKi 3 JIOMAIUHIX MPHCTPOTB.
CAYy®OOBUX OPUCTPOIB OCIO. O MepedyBAIOTL vV BLAPAUKENHAX. B TOMY YHCI JUls
3aXOMIB AJAMIHICTPYBAHHS. CHIBPOOITHUKIB BIIOKPCMICHHX 1 po3,1iiiB 3aiiicHioliTe 3
BUKOpHcTanHsam Texunoaorii VPN (nanpukiat [Psec. L2TP). lpn ubsomy. 3anposainre
OKpeMi  OOJIIKOBL - 3alHCH (LIS KOAKHOIO  OKPEMOIO  KOpPHCTYBadd.  ABOGAKTopiy
aBTOPU3aILO. CHMCKH JOCTYHIB BXL NN [P-ajpec ra joctynnnx 1P-azpec. 3abesneure
BEACHHS KYPHAMIB HTIK TIOUCHB TOLIO. _

I2. Bazmpus  acrieKToM  3a0e3MeueHHs * CroCTepPeXXHOCTI Ta KOHTPOIO  3a
MCPCIKEIO € MOHITOPHHIT  MepekeBOIo  Tpadiky  Ta  pobOTH  KOPUCTYBALLKOIO
KOMIT IOTEPHOrO 00/ IHAHHS., Yy 3B'S3KY 3 UMM B MNOAQILHIOMY  IOILILHUM €
HajawTyBaHHsa Next Generation Firewall. cucrem saxnery sii sroprueus (IPSUDS). axi
Ha OCHOBI TpaBMI 37aTHI BHSIBASATH MEPEKeBI araku. cupobH HeCalnkiionoBanoro
JAOCTYTIY. ILIBHILCHHS NPUBLICTB. HOABH HIKLLIHBOTO 13, BIIKPHTISE HOBOTO 110PTY.
TOLHO. [HITHN NOZBINT HELNOM BHSABICHIS 03HAK KOMIPOMETAIT ¢ BUKOPUCTaHIIS
SIEM cuerem. 10 Ha oCHOBL JaHiN 11po podory  o0aaAHaHis AaCTb MOKIHBICTD
HAKOHMUY BATH T4 QHA T3V BATH 110,07 OC3ICKH. BHSIBISITH B PCAKHAI PCAlIBHOIO Hacy aTaky
ad0  aHOMAIbHY  1IOBEAIHKY B MCPUAKi T JI03BOIUTL  BUACHO  pearyBaTH  Ha
KIGEPIHUMAEHTH. 30 HCOONLIHOCTI LIPOBO/ L TH PO3C. 1LY BAHHS KIOCPaTaK.

[3. TlposoauTy peryiaspuuii ayAut (BHYIPILLHIH Ta 30BHILININ) 3 CKalyBaHHAM
Bpa3.iMBOC el (pentest).

Pexomen1anii 3 uiasniienns pisus 6e3nekn KOMI’OTEPIB KOPHCTYBAUIB

1. OHOBHUTH/NIEPCBCTAHOBUTH 3acTapiil onepalliiiti CHCTCMM Ha cyuacHi sepcii 3
aKTYalbHUMH  OHOBJaeHHAMH (He mikue Windows 10). YV pasl  HeMOXKIMBOCTI
BeraHosaeHHs OC  Windows 10 3 1eNHIUHMX NPUUMH. B SKOCTI  ajiblepHATHUBH
Brkopnctorysarn  OC  UALinux  abo inmi  onepaitiiini - cucreMu  ceprudikonani
HepaaBHOIO €1y KOO0 CHCHIAIBIONO 3BT3KY Ta 3axHety indopyanii Y kpaii,

2. BukopuerosyBatn  amine  inensiiing aporpavni npo k. 3abopoHnTi
BHKOPHUCTAHHS TAK 3BAHUN aKTHBATOPIB 200 3AMYBAUIB IIPOIPAMIIOTO 3a0¢3I1CUCHHS

3. Crsoput nepeiik Jssoiactoro 13 Ui Bukopucialig na KoM 1oTepax
KOPHUCTYBAUIB. CIHCKH J103BOJICHIN .eXe. .com (aitiis. ckpriris (e.g. .psl, .bat. .cmd.
wvbs and s files). yeranosunwkis (c.g. .msi. msp and .mst files). 3adesteuntn ix
MOCTIAHY aKTya1i3auito.

Beratonzienng  0y,1b-9K010  Lporpasiioro  sadesneucuist  Ha  KOMII0Tepax
KOPHCTY BAUIB 3ALHCHIOBATH BHKIIOUHO WIMIHICTPATOPOM.

4. 3JdiciioBaT pery.sipHe pe3sepBHE KOMIOBaHHS JlaHuN. 30epiraTi pesepsii
KOMIiT Ha 30BHIWIHIX Hociax indopymanii (SSD. DD towo) Ta HaawTysatH GyHKIIO
«BIXHOBJIEHHS CHCTEMMY. :

5. PerysipHo akTyanizyBaTH COHCOK KOPHCTYBAUIB Ta 3THCHHTH O30
AOCTVITY  KOPHUCTYBAYIB  Ta  MIHICTPATOPIB  MCPCK 10 HCOOXLAHIIX  cepBiciB  1a
KOMITOHEHTIB 34 HOHCPL, THLO BINSHAIMCHINI FPYTIAMHE Ta POISIN.

6. Buposa, ukenns Microsolt Appl.ocker ado Device Guard ta GPO

(https://docs.microsolt.com en-au/windows/sceurity/threat-
protection/windows-defender-application-controlapplocker/applocker-overview)

(https://docs.microsoft.com/en-au/windows/security ‘threat-
protection/device-guard/introduction-to-device-guard-virtualization-based-security-and-
windows-detender-application-control)



7. BripoBapkerns Attack Surface Reduction ans 3axuety Microsoft Office.

(https://docs.microsoft.com/en-au/windows/security/threat-
protection/microsoli-defender-atp/attack-surface-reduction)

- 010KYBAHHS BUKOHYBAHWX (il 1is 3 HOWTOBIX THCTIB
BEYBA2D9-53EA-4CDC-84E5-9B TELLLE46550

- GaiokyBais crpopetitist Office si L crBopelins npoiecis
D4F940AB-401B-4EFC-AADC-ADSF3C50688A

- onoxyaariis creopentsn Office BUKOHYBalNX paitiis
3B576869-A4EC-4529-8536-BROATT691-.899

- GaokyBatius Brposa, tkertis Office Koo B o 1ponecH
75668C 11°-73B5-4CHO-BBY3-3ECHEICBT7CCR4

- GaokvBats JavaScript ta VBSCript BiU3alyCky BUKOHYBaHUX (aiiiiB
D3E03711-3EB8-44C8-AY917-379279475961

- 610KYBaHHs MOTEHIHI0 00(YCKOBAINNX CKPHIITIB
SBEB7EFE-FDIA-4556-801D-275E5COCC

- GaokyBatns sukankis Win32 API 3 smakpocis Office
92[:971A1-21:DI-4476-BDD6-9DDOB4DDDCT
GPO e ASR - Computer  Configuration\Policies\Administrative

Templates\Windows Components: Windows Delender Antivirus)

Windows Defender Exploit GuardiAttack Surface Reduction
Configure Attack Surface Reduction rules
Enabled
Set the state tor each ASR rule:
75668¢11-73b3-4¢10-bb93-3celScebTeck4 |
3b376869-a4ec-4529-8530-bROaT769¢89Y |
d41940ab-401b-4eflc-aade-ad>(3¢350688a | .
921:97EA-21DE-4476-BDD0o-9DDOB4DDDCTE |
Sbeb7ete-1d9a-4356-801d-275¢3 TeO4ee |
d3e037el-3eb&-44¢8-a917-57927947596d 1
be9ba2dy-33ca-dcde-84¢3-9bleceed0330 1

8. Kewysauns 00KOBUN JLAHHX JIHLIC OCTAlIBLOT apropu3attii. 3aMicTb yciX 3a

nonovoroto GPO:

Computer Configuration‘Policies\Windows Settings\Security
Settings\Local Policies\Security Options ~ :

Interactive logon: Number of previous logons to cache (in case domain
controller is not available) 1 logons . ,

Network access: Do not allow storage of passwords and credentials for
network authentication nabled

9. Bnposa,uxendst — Controlled  Folder  Access - 3axuuiac JaHi  Bij
HECAHKLIOHOBAHOTO JIOCTYIY HPOIPaM. 3d JIONOMOIOI0 BCTAHORICHHS OOMeKeHb Ha
JMPEKTOPIT I MOAUIMBOCTI AOCTYHY A0 HHX JIHHIC JI03BOICHUM LIpOIpaMaM

(https://d()cs.micmsoti.com/‘cn—us/\\fimlo\\'s/sccurity/threat~protection/microsoft-
defender-atp/controlled-folders)

GPO:

Computer Configuration'Policicst\Administrative Templates\Windows
Components\Windows Defender Antivirust

Windows Defender Exploit Guard\Controlled Folder Access

Configure allowed applications Fnabled Enter the applications that should be
trusted: <organisation defined>




'
¥ B

Configure Controlled folder access linabled Configure the guard my folders
feature: Block

Contigure protected folders Enabled Enter the folders that should be guarded:
<organisation defined>

i

10. BrpopajkeHust 3axucTy oO0:IKOBUX JlalUX KOPMUCTVBaya B ormepauiiiiii
CHUCTEMI LLIIAXOM 3a0C31ICUCHHS OC3IICUHOTO MCNaHi3My TxX BBeacHHs GPO:

Computer Configuration'Policiest Administrative TemplatesiSystemil.ogon

Do not display network sclection Ul Enabled

Enumerate local users on domain-joined computers Disabled

Computer Configuration\Policies\Administrative Templates\Windows
Components\Credential User Interface

Do not display the password reveal button Enabled

-numerate administrator accounts on clevation Disabled

Require trusted path for credential entry Enabled

Computer Configuration\Policies Administrative Templates\Windows
Components'Windows L.ogon Options

Disable or enable software Secure Attention Sequence Disabled

Stgn-in last interactive user automatically afler a svstem-

initiated restart Disabled

Computer  ConfigurationtPolicies'\Windows  Settings\Security — Settings\Local
PoliciesiSccurity Options

Interactive logon: Do not require CTRL AL 11 DEL

Disabled

11. BuposaieHHs MEXaHi3My HEPEWKODKAaHHS HECAHKLIIOHOBAHOMY
MUIBULICHHIO IPAB KOPHCTYBaAua 3a 10110morot0 GPO:

Computer  Configuration PoliciessWindows  Settings\Scecurity  Settings\L ocal
PoliciesiSecurity Options

User Account Control: Admin Approval Mode for the Built-in Administrator
account [ nabled

User Account Control: Allow UlAccess applications o prompt for c¢levation
without using the secure desktop Disabled

User Account Control: Behavior ol the clevation prompt for administrators in
Admin Approval Mode Prompt for credentials on the sccure desktop

User Account Control: Behavior of the elevation prompt for standard users Prompt
for credentials on the secure desktop

User Account Control: Detect application installations and prompt for elevation
Enabled :
User Account Control: Only elevate UlAccess applications

that are installed in secure locations I'nabled

User Account Control: Run all administrators in Admin Approval Mode Enabled

User Account Control: Switeh to the secure desktop when prompting for clevation
Enabled

User Account Control: Virtualize file and registry write failures to per-user
locations Enabled

_ i

12. bnoxyBaHHs BHKOPHCTAHHS JIOMEHHOrO aKavHTY i3 MPHUBIIEIMHU TOKAILIIOrO
aAMIHICTpATOPa  LIsl  Yipasaititiss  podounmit  cranuismu. St uboro  HEoOXiHO
BLKIHHOUUTH JTOKQ IBLHOTO @/ WM THiCTpaTopa 3a ‘toromoroto GPO:

Computer  ConligurationtPoliciesiWindows — Settings\Security — Settings\Local
Policies\Security Options



Accounts: Administrator account status Disabled

YV pasi HEMOKIMBOCTI HOBHOTO  BLAKIIOUCHHA JOKATLHOTO AJAMIHICTPATOPA,
3aCTOCOBYBATH YHIKA/ILHI 1APOJIL [0 KOAHOIO dKayry 1a User Account Control 'y
BHNAAKAX BLUIAICHOIO NKIoUCHs i3 TaKinm npasavn. GPO:

Computer Conliguration\Policics: Administrative Templates\MS Security Guide

Apply UAC restrictions to local accounts on network logons Fnabled

13. 3aGopoHuTy BUKOpHcTaHHs Internet L:xplorer. v pa3i MOMCIMBOCTI - BHAATHTH,
y pasi SKWO € HEOOXIAHICTH BHKOPHCTAHHS  CTaHAAPTHOTO Opaysepy Windows,
BUKOpuCTOBYBaTH Microsoft idge 13 TakuMu HaauITyBaHHAMH GPO:

Computer Configuration\Policics\Administrative Templates\Windows
ComponentsiMicrosoft Fdge

Allow Adobe Flash Disabled

Allow Developer Tools Disabled

Configure Do Not Track Lnabled

Contigure Password Manager Disabled

Configure Pop-up Blocker Enabled

Configure Windows Defender SmartScreen I'nabled

Prevent access o the about:flags page in Microsolt Lidge Linabled

Prevent bypassing Windows Delender SmartScereen

prompts for files Enabled

Prevent bypassing Windows Defender SmartSereen

prompts for sites Enabled

Computer Configuration\Policies\Administrative Templates\Windows
Components\Windows Detender AntivirusiWindows Defender Exploit Guard\Network
Protection

Prevent users and apps from accessing dangerous websites Fnabled ™
Block . .
Computer Configuration\Policies:Administrative Templates\Windows

Components\Windows Defender Application Guard
Turn on Windows Delender Application Guard in Enterprise Mode [znabled
Computer Configuration'Policicst Administrative Templates\Windows
Components\Windows Defender SmartScreen'Microsoft Lidge
Configure Windows Defender SmartScreen Enabled
Prevent bypassing Windows Detender SmartScereen
prompts for sites Lnabled

14. Bukopucroysatu nactynui GPO i peryspHOro OHOBJICHHA onepauifHux
cHCTEM (PEKOMEHI0BAHO BUKOPUCTOBYBATH cayxk6y korrponepy gomeny WSUS):

Computer Configuration\Policics\Administrative Templates\Windows
ComponentstWindows Update

Allow Automatic Updates immediate installation Enabled

Configure Automatic Updates Enabled

Configure automatic updating: 4 - Auto download and

schedule the install

‘Schedule install day: 0 - Every day

Install updates for other Microsolt products

Do not include drivers with Windows Updates Disabled

No auto-restart with logged on users Jor scheduled

automatic updates installations F:nabled

Remove access to use all Windows Update [eatures Disabled

Turn on recommended updates via Automatic Updates Enabled




[5. 3anposanutu 000B'A3KOBE BUKOPHCTAHHS CKIaAHUX NMapotiB A1 06IiKOBHX
3aMUCiB KOpUCTyBauiB (Giibilie & cuMBO:AiB. 00OB SI3KOBO: HE MEHIIC OHIicT HMppH.
BEJUKOT JHTEPH. ClICUCHMBO:LY ). 3adopotiti nopoxkii napoai. GPO:

Computer Configuration\PoliciestAdministrative Templates'System\Logon

Turn off picture password sign-in I'nabled

Turn on convenience PIN sign-in Disabled

Computer Configuration\Policies'Windows Settings\Security Settings\Account
Policies\Password Policy

Maximum password age 90 davs

Minimum password length 8 characters

Password must meet complexity requirements Enabled

Store passwords using reversible encryption Disabled

Computer  Configuration'Policies\Windows — Settings\Security ~ Settings\l.ocal
Policies\Security Options

Accounts: Limit local account use of blank passwords to console logon only
Enabled

16. BupoBaury 6i10KkyBaHHs 001IKOBOrO 3anMcy Ha NeBHUI yac (Hanpuknan |5
XBHIHH) HIPH HCBHIET KIILKOCTT HEB, NN CHPOD 3aXOAY (HAUPHIIAL 5) [UIS YHUKHCHHS
nepedopy napoJiin 3j0BMucHuUKamu. GPO:

Computer  Configuration\Policies\Windows  Scttings'\Security ~ Settings\Account
Policies\Account Lockout Policy

Account lockout duration 0

Account lockout threshold 5 invalid logon attempts

Reset account lockout counter alier 13 minutes

I7. Buiposa.urr 3a00poiy  BHKOPHCTALH  alOHIMHHX  KOPHCTYBa4iB 11ia 4ac
Cﬂi.'“)ll()l'() MCPC/RCBOTO AOCTY Y. Blll’\'()DlrlC'l‘OB_\'lOllH AHOHIMITOIO KOpHctryBayda
3J0BMHCHUK MOZKC 310patii inQopMaliio 11po KOPHETYBAUIB BLLIAICHOT CHCTCAMIL TPYIL,
CIHCKY CHITLHUX MEPEKCBIN peeypeins. sepei’ OC. nassnux naruis, GPO:

Computer ~ Conliguration\Policics\Administrative  Templates\Network'l.anman
Workstation

Enable insccure guest logons Disabled

Computer  Configuration Policies:Windows  Settings'Sceurity — Settings\Local
Policies\Security Options

Network access: Allow anonymous SID/Name translation Disabled

Network access: Do not allow anonymous enumeration of SAM accounts Enabled

Network access: Do not allow anonymous enumeration of SAM accounts and
shares I'nabled ;

Network access: Let Fyveryvone permissions apply to anonymous users Disabled

Network access: Restrict anonymous access to Named Pipes and Shares Enabled

Network access: Restrict clients allowed to make remote calls to SAM
O:BAG:BAD:(A:RC:::BA) §

Network security: Allow Local System to use computer identity for NTIL.M
Enabled

Network security: Allow TocalSystem NULL session fallback Disabled

Computer  Configuration'PoliciesiWindows — Settings'Sceurity — Settings\l.ocal
Policies\Uscr Rights Assignment

Access this computer from the network Administrators . Remote Desktop Users

Deny access to this computer from the network NT AUTHORITY \Local Account



18. 3a6e3neuntd  00OR A3KOBC  BHKOpHCTaHHS  aHTUBipycnoro 13,y pasi
BIACYTHOCTI  KOPIOPATHBHOTO aHTHBIPYCY. HalaniryBath  BOY/10BaHHHA Windows
Defender orrrumasibHuM YnHoM. GPO:

Computer Configuration\Policies\Administrative Templates\Windows
Componcents:Windows Defender Antivirus

Turn oft Windows Defender Antivirus — Disabled

Computer ConfigurationiPolicies\Administrative Templates\Windows
Components\Windows Defender Antivirust MAPS

Configure local setting override for reporting to Microsoft MAPS Disabled

Configure the *Block at I'irst Sight” feature F:nabled

Join Microsoft MAPS nabled

Join Microsoft MAPS: Advanced MAPS

Send file samples when further analysis is required Enabled

Send file samples when further analysis is required: Send safe samples

Computer Configuration\Policies\Administrative Templates\Windows
Components: Windows Defender Antivirus) Mpl-ngine

Configure extended cloud check nabled
Specity the extended cloud check time in seconds: 50

Select cloud protection level F:nabled

Select cloud blocking level: High blocking level or High+ blocking level

Computer Contiguration‘Policies' Administrative Templates\Windows
ComponentsiWindows Defender Antivirus! Quarantine

Configure removal of items from Quarantine folder  Disabled

Computer Configuration\Policies\Administrative Templates\Windows
Components\Windows Defender Antivirus) Real-time Protection

Scan all downloaded files and attachments Enabled

Turn off real-time protection Disabled

Turn on behavior monitoring Enabled

Turn on process scanning whenever real-time protection is enabled I:nabled

Computer ConligurationiPolicics: Administrative TemplatessWindows
Components\Windows Defender Antivirus Scan

Allow users Lo pause scan Disabled

Check for the latest virus and spyware definitions before running a scheduled

scan Enabled
Scan archive files ['nabled
Scan packed executables Enabled
Scan removable drives Iinabled
Turn on ¢-mail scanning Enabled
Turn on heuristics I:nabled

19. 3anpoBaanTi MeXanizy 06OB S3KOBOTO 3aKpiruicHHs ineHTHdIKaTopa 30HM
(zone identifier) B ormepauiiniii cueTemi. 3A0BMUCHIKI MOKYTh OONOIMTH MEXAHI3MU
ZAXHCTY  OHCPAITIHOT  CHCICMI HA (CHIAOUN  WRLLIHBL BKILICHI Y 0JdTKaN 10
ACKTPOHHUX STHCTIB v pasi BiACY THOCT] sasHauennx son. GPO:

User Configuration:PoliciestAdministrative Templates\Windows
Components\Attachment Manager

Do not preserve zone information in file attachments Disabled

Hide mechanisms to remove zone information Inabled

20. 3a6e3neunTn  30epirands  KPUTHYHO — BXAMBUX  MOAIA y  KypHanax
onepauiiiHux cucrem. GPO:




' 3
' *

Computer Configuration\Policies\Administrative Templates\System\Audit Process
Creation

Include command line in process creation events nabled

Computer Configuration\Policies\Administrative Templates\Windows
Components\Event Log Service\Application

Specify the maximum log file size (KBB) Enabled

Maximum Log Size (KB): 65536

Computer ConfigurationPolicies\Administrative - Templates\Windows
Componentsikvent Log Service Sceeurity

Specify the maximum log file size (KB) Enabled

Maximum lL.og Size (KB): 2097152

Computer Configuration:Policics\Administrative Templates\Windows
Components\Event Log Service\System

Specity the maximum log file size (KB) Lnabled

Maximum Log Size (KB): 131072

Computer  Configuration\Policies\Windows  Settings\Security ~ Settings\Local
Policies\User Rights Assignment

Manage auditing and security log Administrators

Computer Configuration'\Policies\Windows Settings\Security Settings\Advanced
Audit Policy Configuration\Audit

Policies\Account Management :

Audit Computer Account Management Success and Failure

Audit Other Account Management Fvents Success and Failure

Audit Security Group Management Success and Failure

Audit User Account Management Success and lailure , , o :

Computer Conlfiguration Policies'Windows SettingsiSecurity Scttings'\Advanced
Audit Policy Configuration Audit

PoliciestDetailed Tracking

Audit Process Creation Success

Audit Process Termination Succeess ;

Computer Configuration'PoliciesiWindows Settings\Security Settings\Advanced
Audit Policy Configuration:Audit '

Policies\l.ogon/Logoftt

Audit Account Lockout Success

Audit Group Membership Success

Audit Logoff Success

Audit Other Fogon Logolt Lvents Success and Failure

Audit Special T ogon Success and Failure

Computer Configuration\Policies' Windows  Settings'\Security Settings\Advanced
Audit Policy ConfigurationtAudit ;

Policies\Object Access !

Audit File Share Success and Failure :

Audit File System Succeess and Failure '

Audit Kernel Object Succeess and Lailure

Audit Other Object Access Events Success and Failure

Audit Registry Success and Failure

Computer Configuration\Policies\Windows Settings\Security Settings\Advanced
Audit Policy ConfigurationiAudit

Policies\Policy Change

Audit Audit Policy Change Success and lFailure

Audit Other Policy Change Fvents Succeess and Failure



Computer Configuration\Policies\Windows Settings\Security Scttings\Advanced
Audit Policy Configuration:Audit

Policics' Sy stem

Audit System Integrity

Success and Failure

Computer  Configuration'Policies\Windows Settings\Security ~ Settings\Local
Policies\Security Options

Audit: Foree audit policy subcategory settings (Windows Vista or later) to
override audit policy category settings L:nabled

21. 3a60pOHKUTH aBTOMATHYHE BLAKPUTISH Ta 3alyCK HLAKIHOYEHUX HOCITB JlaHMX.
3a  JOMOMOrOI0  aBTOMATHUHOrO  3aiyCKY. BUKOPHCTOBYIOUH daitn  autorun.inf
370BMHCHUKH MOXKYTh BUKOPHCTOBYBATH NEPEHOCHT HOCIT J4HNX /ISl 3aPAXKCHHS CHCTEM
10 AKUX BoHM Oyiu i ucnoyvetit. GPO:

Disallow Autoplay for non-volume devices Enabled

Set the default behavior for AutoRun Fnabled. Detault AutoRun Behavior: Do not
execute any autorun commands

Turn off Autoplay Enabled. Turn oft Autoplay on: All drives

22. 3a60POHUTH BUKOPHCTAHHSA IOCTLOBHN 00 1IKOBHX saticis. GPO:
Computer  Configuration\Policies\Windows Settings\Security  Settings\Local
Policies\Security Options Accounts: Guest account status Disabled

23. 3ab0pOoHITTH KOPHCTY BAAM JTOCTVIL A0 koncoi CMD. GPO:

User Contiguration:Policies'!Administrative Templates\System Prevent acceess 10
the command prompt Enabled. Disablc the command prompt script processing also: Yes

|

24. BcTaHOBMTH 3a60pOHY 3allMcy/3allycKy 3 110PTaTHBHUX HOCIIB iHbopMmaLlil.
310BMUCHHKH MOKYTDL po3iioeto pkysatit I3 na nepenociux nociax jganHunx. GPO:

Computer Configuration\PoliciesiAdministrative Templates\SystemiRemovable
Storage Access

CD and DVD: Deny execute aceess Fnabled

CD and DVD: Deny write access I:nabled

Custom Classes: Deny write access Lnabled

Floppy Drives: Deny execute acceess I'nabled

Floppy Drives: Deny write access Enabled

Removable Disks: Deny execute access Lnabled

Removable Disks: Deny write access Disabled

Tape Drives: Deny execute access Enabled

Tape Drives: Deny write access Lnabled

WPD Devices: Deny write access Enabled

25. O6MEKUTH BHKOPUCTAHHS CMiTLHUX MEPEKEBHUX pecypcis Ta MPUHTEPIB Ha
koMM toTepax kopicTyBauis. GPO: 4

Computer Configuration\Policies'\Administrative Templates\Windows
Components:tlomeGroup

Prevent the computer from joining a homegroup Inabled

User Contigurations\PoliciesiAdministrative Templates\Windows
Components\Network Sharing

Prevent users from sharing files within their profile Enabled
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26.Y pa3si 3arpoBa/KEHHS JIOMEHHUX MOITHK. MEPECBiUUTHCH. 1o auiue GPO
3aCTOCOBYIOTHCA 10 pOOOUOT CTAHLIT, A He JIOKaIbHI MOMITHKH: MTepecBiTUUTUCS, o GPO
HEe MOKYTb OYTH JOKa:IbHO 3MiHeHI/BijikitoucHi, GPO:

Computer Configuration\Policies\Administrative  Templates\Network\Network
Provider

Hardened UNC Paths Fnabled,  Hardened  UNC  Paths\\®\SYSVOL,
RequireMutualAuthentication 1. Requirelntegrity 1, CANETLOGON.
RequireMutualAuthentication-1. Requirelntegrity=1

Computer Configurationi\PolicicsiAdministrative Templates\System\Group Policy

Contigure registry policy processing Finabled. Process cven if the Group Policy
objects have not changed

Configure security policy processing l:nabled. Process even if the Group Policy
objects have not changed

Turn oft background refresh of Group Policy Disabled

Turn oft Local Group Policy Objects processing Lnabled

27. OOMeN’UTH MOXKIIHMBICTL KOPUCTYBaAYIB BcTaHoBMOBatH nporpamu. GPO:

Computer Configuration\Policies'\Administrative Templates\Windows
Componentsitile Explorer

Configure Windows Defender SmartScreen Enabled

Pick one of the following settings: Warn and prevent. bypass

Computer Configuration\Policiest\Administrative Templates\Windows
Components'Windows Defender SmartScreenib:xplorer

Configure Windows Delender SmartSereen Enabled

Pick one of the following settings: Warn and prevent bypass

Computer Configuration‘Policics\Administrative TemplatessWindows
Components:Windows Installer

Allow user control over installs Disabled

Always install with clevated privileges Disabled ,

User Configuration\PoliciestAdministrative TemplatesiWindows
Components\Windows Installer

Always install with elevated privileges Disabled

28.3a00poHHTH  ABTOMATHUHHE  3a1IVCK  (porpaM  pasoM i3 OnepaniiHow
CHCTCMOI0. 3IOBMUCHHKH BHRKOPHCTOBMIOTE HLIAHY BUILINK 3aB/A1L T4 TUIKH PeceTpy
onepauiitHol ciuereyu L Toro o0 S asrovarivano sanycekaiocs npu crapri OC.
Biikmounsiim - GYHKITIO  aBTO3AINCKY  1POIPaM.  (OHIILIO  BU3HAUUTH [ IOMEHHOIO
MOJITHKOIO. SIKI MPOrpaMH Maro b 3ailyckarues (Run these programs at user logon) 1a
3a00pOHUTH aBTO3anyck iHiMX.GPO: =

Computer Configurationi\Policiest\Administrative Templates'\System\Logon

Do not process the legacy run list Enabled

Do not process the run once list Enabled

29. 3a60pOHUTH NMPHUB'SI3KY aKayHTIB MaKﬁﬁOCO(bT J0 JTOKAIBHUX YW JIOMEHHHX
npodiniB. Xoua LE J03BOJISIE [IEPEHOCHTH HAJAILTYBAHHs aKayHTY 3 KOMII'toTepa Ha
KOMIT'HOTEp BHUKOpHcTOBYloun OneDrive. e HMOKe NPU3BECTH 10 BHTOKY UYTIMBOL
iHpopmauii. GPO:

Computer Configuration\Policies'Administrative Templates'Windows
ComponentsiMicrosoft account

Block all consumer Microsoft account user authentication f:nabled

Computer Configuration\Policics\Administrative Templates\Windows
ComponentsiOneDrive



Prevent the usage of OneDrive for file storage Enabled

Computer  Configuration\Policies\Windows Settings'Security  Settings\Local
Policies\Security Options

Accounts: Block Microsoft accounts Users can’t add or log on with Microsoft
accounts

30. BumkHyti NetBIOS over TCP/IP. sikuii neo6xi innit auime asn OC monone
Windows 2000, npoTe Mac psijl BPa3JIMBOCTCH.

31. BUKOPUCTOBYBATH /IS MPONENYPH ayTenTuikallis npoToKon Kerberos Ta
NTLMv2. GPO:

Computer  Configuration\Policies:Windows  Settings\Security Settings\l.ocal
Policies\Security Options

Network security:  Configure encryption types allowed for Kerberos
AES128 HMAC SHAIL. AES256 1IMAC SHAI

Network security: LAN Manager authentication level Send NTLMv2 response
only. Refuse LM & NTLM

Network security: Minimum session security for NTLM. SSP based (including
secure RPC) clicnts Require NTLMy2 session seeurity Require 128-bit encryption

Network sceurity: Minimum session seeurity for NTLM. SSP based (including
secure RPC) servers Require NTLMV2 session seeurity. Require 128-bit encryption

32. BUMKHYTH BUKOHaHHs CKpHITTIB Ta cienapiis Powershell. GPO:

Computer Configuration\PolicicstAdministrative Templates\Windows
Components\Windows PowerShell

Turn on PowerShell Script Block Logging Lnabled

Turn on Seript Execution Enabled. Exccution Policy: Allow only signed sCripts

33, 3a60pOHUTH Nporpamam J10ctyi o pecetpy cueremu. GPO:
User Configuration\Policies\Administrative Templates\System
Prevent access to registry editing tools

Enabled. Disable regedit from running silently: Yes

34. BUMKHYTH remote assistance (Bitaenmit noMiunnk). GPO:
Computer  Configuration'PoliciesiAdministrative Templates\SystemiRemote
Assistance ‘

Contigure Offer Remote Assistance Disabled

Configure Solicited Remote Assistance Disabled

35. 3aGOpOHITH BUKOPHCTANHS BOYI0BAHOTO BiANENOrO MAKIIOUEHHS (remote
desktop services)

Computer Configuration'Policies\Administrative Templates\Windows
ComponentsiRemote Desktop Scrvieesy

Remote Desktop Session [ost\Connections

Allow users to connect remotely by using Remote Desktop Services Disabled

Computer  Configuration\Policies\Windows Settings\Security — Settings\Local
Policics'\User Rights Assignment

Allow log on through Remote Desktop Services <blank>

Yopasi AKNW0 HOMOZAHBO- BLLMKINTH BULIAICHE  HEUCTONCHHS. 0OMEKUTH
MiAKTIOUEn s NpUBLICHOBANNN KopHCTY Bauis, GPO:

Computer  Configuration\Policics\Windows — Settings\Sccurity Settings\L ocal
Policies\User Rights Assignment




i ]

Deny log on through Remote Desktop Services Administrator. NT
AUTHORITY\Local Account

Computer - ConligurationtPolicies\Administrative  Templates\System\Credentials
Delegation

Remote host allows delegation of non-exportable credentials Enabled

Computer ConfigurationiPolicies'Administrative Templates\Windows
Components\Remote Desktop Services:Remote Desktop Connection Client

Configure server authentication for client Enabled. Authentication setting: Do not
connect if authentication fails

Do not allow passwords to be saved I:nabled

Computer Configuration'Policies'\Administrative Templates\Windows
ComponentsiRemote Desktop Services Remote Desktop Session Host Connections

Allow users to connect remotely by using Remote Desktop Services Enabled

Deny logoft of an administrator logged in to the console session Enabled

Computer Configuration\Policies\Administrative Templates\Windows
Components:Remote  Desktop  Services\Remote Desktop  Session Host\Device and
Resource Redirection

Do not allow Clipboard redirection Fnabled

Do not allow drive redirection Enabled

Computer Configuration\Policies\Administrative Templates\Windows
ComponentsiRemote Desktop Services!

Remote Desktop Session Host Security

Always prompt for password upon connection Enabled

Do not allow local administrators to customize permissions Fnabled

Require secure RPC communication Lnabled

Require usc of specific security fayer for remote (RDP) connections Fnabled

Require user authentication for remote connections by using Network Level
Authentication Enabled

Set client connection encryption level Enabled, Sccurity Layer: SSL

Encryption Level: High Level

Computer ~ Configuration\Policies\Windows — Settings'Sceurity  Settings\Local
Policies:User Rights Assignment

Allow log on through Remote Desktop Services Remote Desktop Users

Deny log on through Remote  Desktop  Services  Administrators. NT
AUTHORITY\Local Account

36. 3a00poluTH  HEABTOPH3OBANNIT BHKIHK BLLIAICHOIO  BHKIHKY nporeyp
(RPC). GPO: ;

Computer  Configuration'Policies: Administrative  Templates'System\Remote
Procedure Call :

Restrict Unauthenticated RPC clients Fnabled

RPC Runtime Unauthenticated Client Restriction to Apply: Authenticated

37. 3a60pOHHTH HEABTOPU30BAHE BHKOPHCTAHHS CITIIBHUX MEPEIKEBHUX pecypciB
Ta rpoToko 1y SMB. GPO:

Computer Configuration‘\Policies\Administrative Templates'MS Security Guide

Configure SMB v client driver Enabled

Configure MrxSmb 10 driver: Disable driver (recommended)

Configure SMB v server Disabled

Computer  ConfigurationiPolicies'Windows  Settings\Security  Settings\I_ocal
Policies\Security Options

Microsoft network client: Digitally sign communications (always) Finabled
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:
. Microsolt network client: Digitally sien communications (if server agrees)
Enabled
Microsoft network client: Send unencrypted password to third-party SMB servers
Disabled
Microsoft network server: Amount of idle time required before suspending session
15 minutes
Microsoft network server: Digitally sign communications (always) Enabled
Microsoft network server: Digitally sign communications (il client agrees)

Enabled

38. 3aGopouuTy BUKOpHcTaHHs Microsoft Store Apps. GPO:
Computer Contiguration'Administrative TemplatesiWindows Componentst Store
Turn off the Store application L:nabled

39. Bumknytu Windows10 keylogger:
Start \ Settings \ Privacy ' Speech. Inking. & typing
Select Turn Off speech services and Typing suggestions
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